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3) n Since this application is in condition for allowance except for fomnal nnatters, prosecution as to the merits is 
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DETAILED ACTION 

Response to Amendment 

1 . The amendment dated August 10, 2004 has been fully considered with the 
following effect: 

a) Claims 1 -25 are allowable. 

b) Claims 26-49 are rejected. 

Response to Arguments 

2. The applicant's arguments filed August 10, 2004 have been fully considered byt 
they are not persuasive. 

3. Applicant argues that the message in Powar (6,285,991 ) has only one 
component instead of a message having a first component and a second component as 
claimed, examiner maintains that the final message is sent to the recipient from the 
sender includes two parts: a first part is the message encrypted with the session key 
(col. 4, lines 17-18) and a second part is the session key encrypted with the recipients 
public key (col. 4, lines 18-19) as Powar discloses. 

4. As to claims 40 and 42, applicant argues that Powar discloses multiple keys, 
each associated with a different entity and Powar does not teach the recited limitations, 
examiner maintains that the first crypto key is the symmetric session key, generated by 
the sender (col. 4, lines 14-17) and the second crypto key is the non-symmetric crypto 
key, associated with the recipient (col. 4, lines 18-19). 
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Claim Rejections - 35 USC § 101 

5. Claims 26-49 are rejected under 35 U.S.C. 101 because 35 U.S.C. 101 reads as 
follows: 

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of 
matter, or any new and useful improvement thereof, may obtain a patent therefor, subject to the 
conditions and requirements of this title. 

6. Claims 26-49 are rejected under 35 U.S.C. 101 because the claimed invention is 
directed to non-statutory subject matter. 

a) As to claims 26 and 39, it is directed to an electronic message, an 
electronic message is a data structure and non-functional descriptive material. 

b) As to claim 43, it is directed to an extended network universal resource 
locator (URL), a URL is a data structure and non-functional descriptive material. 

Any claim not specifically discussed is rejected because it depends on one of the 
claims discussed above. 

Claim Rejections - 35 USC §112 

7. The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

8. Clainns 26-49 are rejected under 35 U.S.C. 112, second paragraph, as being 
incomplete for omitting essential elements, such omission amounting to a gap between 
the elements. See MPEP § 2172.01 . The omitted elements are the ones that embody 
the claimed invention in a manner so as to be executable. 
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Claim Rejections - 35 USC § 102 



9. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 



(e) the invention was described In (1 ) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 



10. Claims 39-42 are rejected under 35 U.S.C. 102(e) as being anticipated by 
Powar, (6,285,991). 



a) As to claim 39, Powar discloses in practice sender encrypts the message, 
which reads on a first component, with the session key used in a symmetric encryption 
algorithm; encrypts the session key, which reads on a second component, with the 
recipients public key and sends both to the recipient (col. 4, lines 11-19). 



b) As to claim 40, Powar discloses the session key is the symmetric crypto 
key associated with a first entity, which reads on a sender (col. 4, lines 15-16), and the 
recipients public key is the non-symmetric crypto key associated with a second entity, 
i.e. a recipient (col. 4,lines 18-19). 
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c) As to claim 41 , the examiner takes official notice that the symmetric key is 
known only to the first entity. 

It would have been obvious to one of ordinary skill in the art at the time of the 
invention to employ the symmetric key is known only to the first entity in the system of 
Powar so as to keep the message in a secure secret, the key is only known to the 
sender i.e the first entity but no one else. 

d) As to claim 42, Powar discloses the non symmetric crypto key is a private 
crypto key of a joint private public crypto key pair associated with the second entity, as 
also well known in the cryptography community (col. 3, lines 39-45). 

Conclusion 

1 1 . Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Minh Dieu Nguyen whose telephone number is 571-272- 
3873. The examiner can normally be reached on M-F 6:00-2:30. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Andrew Caldwell can be reached on 571-272-3868. The fax phone number 
for the organization where this application or proceeding is assigned is (703) 872-9306. 

Any inquiry of a general nature or relating to the status of this application or 
proceeding should be directed to the receptionist whose telephone number is 571-272- 
2100. 
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